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About me
• I remember Java 1.0

• Maker of software


• HMRC

• Equal Experts

• Money Super Market

• Barclays

• Bank of America


• Breaker of software

• AppSec lead


• Juggler of plates

• Ooredoo FinTech

@giskard23







You promised AppSec? Agile?



That McKinsey article





Security specialists. Arghhh! They’re all 
sitting in their ‘ivory tower’ without 
anything better to do than to take a 
baseball bat to your hard work and tell 
you how you’ve not considered some 
obscure vulnerability CVE-1423/4234 in a 
library that you didn’t even know existed. 
Not only that, there is definitely no way 
that you can deploy now, even when the 
product owner is breathing down your 
neck saying that nobody is going home 
until we’ve fixed this!

(c) Alison Kirkpatrick



screams the Head of Security three days before the project concludes

Why did nobody 
tell me about this?



Security gets involved 
sometime here



Alignment between  
Developers and Security





Individuals and Interactions 
over processes and tools



The Supply Chain



Supply Chain Vulnerabilities

https://jerrygamblin.com/

http://www.apple.com/uk


We’ll just disable the 
vulnerability check 
while we push out 
this critical update



Security Simplified: Our AI-
Based Approach Stops Attacks 
Before They Start.

Unleash the Power of AI: 
Proactive, Intelligent, and 

Comprehensive Cybersecurity 
Solutions.



CVSS Score =  
Common Vulnerability Scoring System 

Score



Needs Action?



Needs Action?







Scale Makes Us Fail



Vulnerability Curation Pipeline



Start Small 
Spreadsheets are your Friend 

Iterate!



Secure Software 
over security checklists





screams the Head of Security three days before the project concludes

But I need to prove 
to the regulator!!!



Regulators like DevOps


Regulators like Agile


Spirit of Regulation




Book Club



Auditors are 
our friends



Collaboration 
over policies



What is the biggest fire?



screams the Head of Security after five weeks of being chased for input

I don’t have time to 
work on these policies, 

there are too many fires!



Collaboration 
over on policies



What Does Good Look Like? 
(WDGLL)



Security is a Team Sport



No,  
I don’t 
mean 
scrum



Responding to Change 
over perfect security





AppSec Loves Agile
Use the Agile Manifesto 

Individuals and Interactions over processes and tools

Secure Software over security checklists

Collaboration on policies

Responding to Change over perfect security
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